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Memory is a ubiquitous phenomenon in biological systems, in which
the present system state is not entirely determined by the current conditions but also depends on the time evolutionary path of the system.
Specifically, many phenomena related to memory are characterized by
chemical memory reactions that may fire under particular system conditions. These conditional chemical reactions contradict the extant
approaches for modeling chemical kinetics and have increasingly posed
significant challenges to mathematical modeling and computer simulation. Along these lines, we can imagine a memory module contributing
to cell therapy or the synthetic differentiation of certain cells in a certain fashion after experiencing a brief stimulus. We demonstrate that
information processing properties of cellular automata (CAs) can be
controlled by a signal composed of excitation pulses. We discuss how
cellular memory can be incorporated into more complex systems like
CAs to understand the controlling of information processing performed
by a medium with the use of a pulse signal propagated from a number
of control cells. In this paper, we also investigate the potential application of cellular computation for constructing pseudorandom number
generators (PRNGs). Furthermore, the PRNG scheme based on CAs
with reaction-diffusion memory is proposed for its capability of generating ultrahigh-quality random numbers. However, the quality bottleneck
of a practical PRNG lies in the limited cycle of the generator. To close
the gap between the pure randomness generation and the short period,
we propose and implement a memory algorithm based on a reaction-diffusion process in a chemical system for Boolean CAs. This scheme is
characterized by a tradeoff between, on one hand, the rate of generation of random bits and, on the other hand, the degree of randomness
that the series can deliver. These successful applications of the memory
modeling framework suggest that this innovative theory is an effective
and powerful tool for studying memory processes and conditional
chemical reactions in a wide range of complex biological systems. This
result also opens a new perspective to apply CAs as a computational
engine for the robust generation of pure random numbers, which has
important applications in cryptography and other related areas.
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1. Introduction

The computational power of cellular automata (CAs) has been
emphasized since their origin: the self-reproducing two-dimensional
von Neumann automaton is computation universal. Computational
universality is obtained by simulating a Turing machine. To design an
algorithm is to set up state transitions of a cellular automaton (CA)
with a defined behavior on a set of initial configurations. This behavior may be of a computational nature or intrinsically connected with
parallelism without any counterpart in any sequential model of computation. In cellular computation, understanding the computational
and dynamical properties of biological neural networks is an issue of
central importance. In this context, much interest has been focused on
comparing the computational power of diverse theoretical models
with those of abstract computing devices. Nowadays, the computational capabilities of neural models is known to be tightly related to
the nature of the activation function of the neurons, to the nature of
their synaptic connections, to the eventual presence of noise in the
model, to the possibility for the networks to evolve over time, and to
the computational paradigm performed by the networks. The first
and seminal results in this direction were provided by McCulloch and
Pitts, Kleene and Minsky [1–3], who proved that first-order Boolean
recurrent neural networks were computationally equivalent to classical finite-state automata. From a general perspective, it was argued
that the classical computational approach from Turing “no longer
fully corresponds to the current notion of computing in modern systems” [4], especially when it refers to bio-inspired complex information processing systems [5]. Rather, in the brain (or in organic life in
general), information is processed in an interactive way where previous experience must affect the perception of future inputs, and where
older memories may themselves change with response to new inputs.
In this paper, we pursue the study of the computational power of
CAs; more precisely, as a first step, we provide a generalization to
obtain the proposed network. As a second step, we show the expressive computational power of the proposed model by an application of
it in cryptography and related areas of science. We also show that our
automata-theoretical approach might bear new founding elements for
the understanding of the complexity of real brain circuits. This paper
is organized as follows: in Section 1, we introduced CA as an abstract
computational system; in Sections 2, 3 and 4, we will discuss the
multiple faces of the current interest in CAs, mathematical, computational, and scientific modeling; and in Sections 5 and 6, we will give a
summary of the structure of the proposed model and describe the
statistical and dynamical analysis of our model. We pose the problem
of random number generation in the framework of CAs, and in
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Section�7, we state our results and give a brief overview of future
directions of this research.

2. Cellular Automata: Basic Definition

From a formal point of view, a CA is an infinite lattice of finite
automata, called cells. The cells are located at the integer lattice
points of the d-dimensional Euclidean space. In general, any Abelian
group  in place of ℤd can be used. In particular, we may consider
ℤ  md a toroidal space, where ℤ / m is the additive group of integers
modulo m. In ℤd we identify the cells by their coordinates. This
means that the cells are addressed by the elements of ℤd .
Definition 1.

Let  be a finite set of states and  ≄ Φ. A configuration
of CAs is a function  : ℤd  . The set of all configurations is
denoted by .

At discrete time steps, the cells change their states synchronously.
Simply, the next state of each cell depends on the current states of the
neighboring cells according to an update rule. All the cells use
the same rule, and the rule is applied to all cells at the same time.
The neighboring cells may be the nearest cells surrounding the cell,
but more general neighborhoods can be specified by giving the relative offsets of the neighbors.
Definition 2.

Let

x1
x2
.
ℕ=
.
.
xn
be a vector of n elements of ℤd . Then the neighbors of α cell at location x ∈ ℤd are the n cells at location x + xi for i = 1, … , n. The local
transformation rule (transition function) is a function ℱ : n  
where n is the size of neighborhood. State
α1
α2
.
ℱ
.
.
αn
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is the new state of the cell at time t + 1 whose n neighbors were at
state
α1
α2
.
.
.
αn
at time t.
Definition 3.

The local transition function defines a global function
Φ :    as follows,
c(x + x1 )
c(x + x2 )
.
.
()(x) ⧴
.
.
c(x + xn )
The CA evolves from a starting configuration 0 t = 0, where the

configuration t+1 at time t + 1 is determined by t+1 ⧴ t . Thus,
CAs are dynamical systems that are updated locally and are homogeneous and discrete in time and space. Often in literature, CAs are specified by a quadruple  = d, , ℕ, ℱ , where d is a positive integer, 
is the set of states (finite), ℕ ∈ ℤd  is the neighborhood vector, and
ℱ : n   is the local transformation rule. The elementary CA is
1(space) + 1(time) dimension, each cell of which takes only two states
denoted by the integer values 0 and 1. The value of the cell i at time
step t, xti is updated by a definite rule depending on the states of the
nearest two cells and itself. Namely, the value xt+1
is determined from
i
t
t
xi-1 , xi+1 by a function Φ : 0 1 × 0 1 × 0 1 → 0 1:
xt+1
i

xti-1
= Φ xti ,
xti+1

(1)

where t ∈ ℤ⩾0 , i ∈ ℤ / ℕℤ, and ℕ ≫ 1 is the number of cells. There
3

exist 22 different rules, and each rule is referred to by a number nΦ :
1
1
1
1
nΦ =    ℱ 2 241 +22 +3 .
(2)
1 =0 2 =0 3 =0
3
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Example:
1
1
1
1
if Φ
0
0
0
0

1
1
0
0
1
1
0
0

1
0
0
1
1
1
0
0
=
, then nΦ = 110.
1
1
1
0
1
1
0
0

This rule also can be expressed as a bitwise operation:
〈〈1110〉, 〈1101〉, 〈1011〉, 〈1000〉, 〈0111〉,
〈0101〉, 〈0011〉, 〈0000〉〉,
where a sequence of zeros and ones as the first element in the bracket
indicates one of eight possible states of three adjacent cells, and the
evolution at the next time step is indicated by the second element
in the bracket. The disjunctive normal form of rule 110 can be
expressed as
(xi-1 ∧ xi ∧ ¬ xi+1 ) ∨
(xi-1 ∧ ¬ xi ∧ xi+1 ) ∨ (¬ xi-1 ∧ xi ∧ xi+1 ) ∨
(¬ xi-1 ∧ xi ∧ ¬ xi+1 ) ∨ (¬ xi-1 ∧ ¬ xi ∧ xi+1 ),

(3)

with the Boolean variables xi , the disjunction denoted by ∨, the
conjunction by ∧, and the negation by ¬. Understanding the global
dynamics induced by the global map ℱ is the long-standing challenge
of CA theory. CAs with a finite number of ℕ cells will eventually
always become periodic (after at most 2ℕ steps). Rule 110 is among
the most complex elementary CA rules, as it has been proven that it is
capable of universal computation in the Turing sense. We translate
the DNA of CA rules to algebraic expressions, which will allow for a
further analysis of CA dynamics. In the representation chosen here,
the conjunction xi ∧ xj  is expressed by the algebraic multiplication
xi * xj , the disjunction xi ∨ xj  is expressed by the algebraic relation
xi + xj  - xi * xj , and the negation ¬ xi is expressed by 1 - xi . All
CA rules
xt+1
i

xti-1
= Φ xti
xti+1
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expressible as Boolean functions can be written in such a form, where
the state of the cell i at time t + 1 is given by an algebraic expression
of the neighborhood states at time t.
Example: The algebraic expression that is discussed by example of
the prototypic rules 110:
t
t
t
t
t
t
t
Φxt+1
i  = xi + xi+1 - xi * xi+1 - xi-1 * xi * xi+1 .

(4)

3. Cellular Memory

Biological memory can be defined as a sustained cellular response to a
transient stimulus. To understand this phenomenon, we must consider how the properties of different biological systems achieve memory of a stimulus, essentially permitting a cell to produce a lasting
response. One way that cells accomplish this task is through transcriptional states, which involve populations of molecules regulating gene
expression. If the transcriptional response is bistable, a chemical state
becomes defined as on or off and, given certain parameters, this state
can be inherited through DNA replication and cell division. In this
way, a cell can produce a lasting memory of a biological response. In
psychology, memory is an organism’s ability to store, retain and recall
information and experiences. In addition to the conventional function
of the brain, memory has been used in systems biology recently to
investigate the ability of small systems to store information. For example, cellular memory has been used to describe the ability of biological
systems to maintain a sustained response to a transient stimulus as
well as two or more discrete stable states. An extensive discussion on
the applications of spatially distributed excitable chemical systems for
information processing can be found in the literature [6, 7]. One of
the possible translations of chemical dynamics into the language of
informatics comes from the digital approach to computing and from
binary logic [8, 9]. Two logical states can be easily identified in an
excitable chemical system. The logical “true” state corresponds to concentrations of reagents that characterize excitation, whereas the logical “false” state is related to the unexcited state. A pulse of excitation
traveling in a chemical medium may be regarded as a propagating bit
of information. Within such an interpretation, no information is
recorded or processed when the system remains in the stationary
state. This property is plausible for those who try to find links
between chemical information processing and information processing
in biological systems, because the medium acts in a pretty obvious
way—it does nothing if it is not excited by some external factors. If
external excitations act on the system, the information about them
spreads out in the medium in the form of diffusion-driven pulses of
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concentration. Information coded in pulses of concentration can be
processed in areas of space where signals interact. It has been demonstrated that many operations on chemical signals can be easily performed in a nonhomogeneous chemical medium. Such a medium is
usually built of active areas, where the system is excitable, and passive
areas, where the system has a single, strongly attracting stationary
state, so the excitations are rapidly dumped. A few simple rules
describe the behavior of pulses in a typical excitable medium. An
excitable system is characterized by a refractory time. It means that
the system has to relax for a period of time before it can be re-excited.
The time after which a subsequent excitation is successful depends on
the strength of excitation. The form of this dependence leads to many
interesting effects related to the transformation of signal frequency
after crossing a barrier [10, 11]. The refractory stage of an excitable
medium is responsible for the annihilation of colliding pulses. After
head-on collision of two pulses in a channel, the excitation disappears
because the medium behind the pulses is in a refractory state, so the
excitation introduced by one of the colliding pulses does not excite
the medium behind the other one. This property was used to construct the chemical information diode, which was one of the first signal processing devices analyzed in numerical simulations and realized
in experiments [10–12]. One of the realizations of a chemical memory
is based on an observation that a pulse of excitation can be stored on
an excitable area; therefore, an excitable medium can be regarded as a
memory cell capable of storing one bit of information. If there is a
pulse, the state of memory corresponds to the logical 1; if there is no
pulse, the state of memory corresponds to the logical 0. Cells must
sense and dynamically respond to both internal and external signals.
This often requires the synthesis or modification of transcription factors, which form an interaction network whose design determines the
speed and sustainability of protein output in response to an environmental input. In this paper, we discuss how the information processing performed by a reaction-diffusion process can be utilized as a
transformation operator in the CA world.
Cellular organization in biology has been an inspiration in several
research fields, such as the description and definition of CAs [13–16],
neural networks [17, 18], associative memory [19–22], neural computation [23–29], spiking systems [30] and others. A CA is a bioinspired processing model for problem solving, initially proposed by
von Neumann. This approach modularizes the processing by dividing
the solution into synchronous cells that change their states at the
same time in order to get the solution. The communication between
them and the operations performed by each cell are crucial to achieve
the correct solution.
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4. Reaction-Diffusion Processes

Diffusive phenomena and reaction processes play an important role in
many areas of physics, chemistry and biology and still constitute an
active field of research. Systems in which reactive particles are
brought into contact by a diffusion process and transform often give
rise to very complex behaviors. Pattern formation is also a typical
example of such a behavior in reaction-diffusion processes. In many
reaction-diffusion problems, a particle-based model such as a lattice
gas dynamic provides a useful approach and efficient numerical tools.
For instance, processes such as aggregation, formation of a diffusion
front, trapping of particles performing a random walk in some
specific region of space, or the adsorption of diffusing particles on a
substrate are important problems that are difficult to solve with the
standard diffusion equation. A microscopic model based on CA
dynamics is therefore of clear interest.
Reaction processes as well as growth mechanisms are most of the
time nonlinear phenomena characterized by a threshold dynamic.
While they are naturally implemented in terms of a point particle
description, they may be very difficult to analyze theoretically and
even numerically with standard techniques, due to the important role
that fluctuations may play. In the simplest cases, fluctuations are
responsible for symmetries breaking, which may produce interesting
patterns. These systems depart from the behavior predicted by the
classical approach based on differential equations for the densities.
The reason is that they are fluctuation driven and that correlations can
not be neglected. In other words, one has to deal with a full N-body
problem, and the Boltzmann factorization assumption is not valid.
For this kind of problem, a CA approach turns out to be a very successful one. CA particles can be equipped with diffusive and reactive
properties in order to mimic real experiments and model several complex reaction-diffusion growth processes in the same spirit as a CA
simulates a fluid flow. Chemical reactions such as  +   ℂ are
treated in an abstract way, as a particle transformation phenomenon
rather than a real chemical interaction. Within the CA approach,
there are two ways of modeling a spatially extended system with local
reactive interactions
◼ The first one is to use a standard CA scheme: each cell is updated

according to the state of its neighbors.
◼ The second way is to consider a lattice gas approach.

Here we continue the studies with the first kind of model, in which
some reactive phenomena can be nicely described by a simple rule
without going into the details of lattice gas automata such as the
space partitioning paradigm.
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5. Boolean Automata with Cellular Reaction-Diffusion Memory

In a classical way of modeling a spatially extended system with local
reactive interactions due to a standard CA scheme, excitation of a
cell takes three states: resting, excited and refractory. A resting cell
becomes excited if the number of excited neighbors exceeds a certain
threshold, an excited cell becomes refractory, and a refractory cell
returns to its original resting state (Figure 1). The retained excitation
model allows an excited cell to remain in the excited state if a number
of excited neighbors remain in some threshold. The cell takes a refractory state otherwise (Figure 1). We classify different types of rules of
excitation based on how the dynamics of excitable lattices develop
after initial stimulation. A resting cell excites depending on the numbers of excited and also refractory neighbors.
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Figure 1. Schematic of spontaneous particle annihilation (at rate λ) and con-

figurations for autocatalytic particle creation (at rate λ  4) with respect to
time t for our realization of a Boolean automata model on a d = 2 square lattice. k is the number of neighboring pairs of particles. Cells in automata proposed here undergo state transitions depending on the sums of excited and
refractory cells in the neighborhood.
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Cells in automata studied here undergo state transitions depending on
sums of excited and refractory neighbors in the neighborhood of the
cell. The interval-based local transitions rules exhibit rich dynamics of
discrete reaction-diffusion and excitation patterns and intriguing phenomena in their spacetime dynamics. The nonlinear reaction-diffusion
models involve spatial discrete systems where particles reside at the
sites of a periodic lattice. Automaton particles spontaneously annihilate at a specified rate λ and are autocatalytically created, given the
presence of nearby particles at rates depending on the local configuration that exhibit a rich behavior. These phenomena are analyzed utilizing the appropriate set of discrete reaction-diffusion equations
(corresponding to lattice differential equations). In the first step of
these studies, the nonlinear reaction-diffusion models involve spatially
discrete systems where particles reside at the sites of a periodic lattice
or grid. In the most general model, particles are added to (creation
reaction), removed from (annihilation reaction) or shifted between
(diffusive hopping) such sites. It is appropriate to note that this reaction model is equivalent to a spatial epidemic model where individuals are distributed on a periodic grid. Individuals can be either sick or
healthy, and both the spontaneous rate of recovery of sick individuals
and the rate of infection of healthy individuals by pairs of sick neighbors depend on the local configuration. Although not emphasized earlier, our discrete reaction model should be regarded as a stochastic
Markov process, particle creation and annihilation occurring with a
rate λ (probability distribution function) based on the weighted mean
of particles on neighboring sites. A precise determination of behavior
can be achieved via Monte Carlo simulations (although we caution
that the analysis involves approximations). Our lattice realization of
the model is a stochastic Markov process on a square lattice with
periodic boundary conditions, with each site labeled by
i = (i1 , i2 , … , iN ). It involves the following components:
◼ spontaneous creation of particles at unoccupied sites at rate λ
◼ annihilation of particles at empty sites at rate k  kmax , where k is the

number of pairs of particles on neighboring sites and kmax is the sum of
possible values

Thus, the maximum number of pairs of particles satisfies
kmax = 2dd - 1, corresponding to the case where all 2d neighboring
sites are occupied. For some specific value of λ, for example λ ⩽ 1, the
active state is more stable and displaces the absorbing inactive state,
leading to perpetual propagation. While for 2 < λ ⩽ 3, the inactive
state is more stable and displaces the active state, leading to propagation. Or for example, a small localized perturbation with nonzero particle population of the zero state will not necessarily grow, but rather
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shrink. There is a critical size and profile at which growth and spreading occurs. The basic behavior of the probability distribution function
for different values of λ is shown in Figure 2.
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Figure 2. Time evolution of early development phase in the life of proposed
automata network on periodic square grid of 3 × 3 cells with parameter
0.1 ⩽ λ ⩽ 0.3. Time t flows from left to right and from upper to lower panel.

Blue dot represents the excitatory cell, red dot the inhibitory cell and cross
dots dead cells that differentiate into output of automata network.

Figure 2 shows the extent of artificial pattern propagation measured by a quantum stochastic walk (QSW) on directed graphs with
ℕ = 8 nodes. The walks start at node i1 ; red and blue circles represent
the probability distributions of excitatory and inhibitory cells in
order. To give a definition of our CA, we introduce an excitable
automaton with reaction-diffusion cellular memory, where a resting
cell is excited if a number of its excited neighbors belong to a
dynamic interval
θϛ
θ = θξ .
θΨ
The interval θ is called an excitation interval, which is dynamically
updatable at every step t, depending on the state of the cell σ and the
numbers of excited and refractory neighbors in the cell σ neighborhood. All cells update their states independently of each other with
two different rules, which we will describe later. For two-dimensional
CAs with a two-cell neighborhood ,we found that by tuning θ we can
persuade the automaton to imitate almost all kinds of excitation
dynamics. Let σt and σt+1 be states of a cell σ at time steps t and
t + 1, and ϛt (x) and ξt (x) be sums of excited and refractory neighbors
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in the cell σ neighborhood. The cell updates its state by the following
relation:
i
t
ψt+1
σi =  δψσi , 1

(5)

i-1

ψtσ
i

=

ψϛ = δψtσ , 1 + δψt-1
σ , 1
i-1

i

ψξ = δψtσ ,
i+1

1 + δψt-1
σi ,

i+1

(6)

1

i+1

t
t
ϕt+1
σi =  δϕσi , 2 +  δϕσi , 2 ∧
i

i-1

i

i+1

t
 δϕσi ,
i-1

ϕσ =

(7)

i+1

1 ∧  δϕtσ ,
i
i

1 +  δϕtσ ,
i
i-1

0

ϕϛ = δϕtσ , 1 + δψt-2
σ , 1
i-1

i

ϕξ = δϕtσ ,
i+1

1 +

δψt-3
σi ,

(8)

1

where the sum runs over the two nearest neighbors of site σi and δ is
the Kronecker delta function. Let us consider a two-dimensional CA
in a square lattice, every cell of which takes two states: state 0 and
state 1, and updates its state in discrete time. The next state of the cell
in the next generation depends on its own state and its two neighbors.
Let ϛt (x) and ξt (x) be the cell σ neighbors in one of these possible
states, at time step t. Then the cell-state transition function will be
→

→

→

σt+1 = θψ t , ϛ t , ξ t 

(9)

→

where t represents the states of cell σ and neighbors in the previous
time steps (as a three-dimensional time vector). A cell in state α
→

updates its state depending on transition function ϛ t and the number
of neighbors in state β; a cell in state β updates its state depending on
→

transition function ξ t and the number of neighbors in state α. A natural way to compute excitation interval θ boundary values is

θσt+1 =

2,
1,
3,
0,

ψtσ
ψtσ
ψtσ
ψtσ

=
=
=
=

1
0
1
0

∧
∧
∧
∧

ϕtσ
ϕtσ
ϕtσ
ϕtσ

=
=
=
=

1
1
0
0

(10)

where the sums run over the four nearest neighbors of site σi and δ is
the Kronecker delta function. The low boundary θ of excitation of cell
σ is updated only if cell σ is excited. The boundary increases if cell x
has more excited neighbors than refractory neighbors; the middle
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boundary θ decreases if the number of refractory neighbors of σi
exceeds the number of excited neighbors. The boundary does not
change if cell σi has the same number of excited neighbors as refractory neighbors. To exhibit a wide range of spacetime dynamics based
on an interplay between propagating excitation patterns that modify
the excitability of the automaton cells, multiple experiments are conducted on a cellular array of n × n cells with periodic boundary conditions. In a typical experiment, we start from an initial condition at
time t = 0, with the given configuration (vector of size n with single
active cell) of values ψti on the lattice, then the system starts to evolve
as follows:
1. Define null matrix kn⨯n
2. Start at time t = 0
3. Define initial population and their positions on k, such that
kij ∈ 0, 1, i, j = 1, 2, … , 
4. While t < max transients:
4.1. Run CA on initialize configuration k
4.2. t = t + 1
5. t = 0
6. While t < end:
6.1. For each cell i and j in kij do:
6.1.1. Compute state of ϕ(ϛ, ξ)
6.1.2. Compute state of ψ
6.1.3. Compute weighted interval θ
6.1.4. Construct transition function ℱ(ψ, ϕ, θ)
6.1.5. Update ψ, ϕ, θ

6. Numerical Simulations
6.1 Stability of Trajectories: The Maximum Lyapunov Exponent

Quantifying instability in physical systems and in mathematical
models is a long-standing problem in nonlinear science, beginning
with Lyapunov’s pioneering work at the end of the nineteenth
century. Lyapunov discovered that the basic quantities are exponential rates that, when positive, measure divergence from an unstable trajectory. In this paper, we elaborate on the well-known fact that
instabilities often do not affect all components of a system to the
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same extent; more precisely, we study how fast defects may spread
among these components, which we assume are spatially distributed.
Let us consider a binary CA that is evolved from an initial state ξ0
generating a trajectory ξ1 , t = 0, 1, … . By analogy with continuous
dynamical systems, the idea is to measure the effect of a small perturbation of ξ0 on the evolution at later times. In his classic work,
Wolfram [13–16] considered damage spreading, that is, growth of the
set of affected sites in ξt when a few sites in ξ0 are flipped. In one
dimension, there are two directions of propagation; when the maximum extent of damage progresses linearly, the two slopes are called
Lyapunov exponents, as they measure the exponential divergence in
distance between the original and perturbed states in the appropriate
metric. The Boolean derivative also is used as the analog for the Jacobian, which leads to the branching walk dynamics of defects that we
now informally describe. It is possible to develop a formula very similar to the one used in continuous systems. The Boolean derivative is
defined by
∂ψn (s)
∂sp

= ψn … , sp , … ⊕ ψn … , 1 - sp , …

(11)

where ⊕ represents the sum modulo two (XOR). This quantity measures the sensitivity of the function ψn with respect to a change in sp .
The Jacobian matrix () has components  = ∂ψn (s)  ∂sp . Recall
that a trajectory ξt of the system is fixed. Assume a defect is present at
a site  at time t. That defect looks into each of its neighborhood sites
 to check whether flipping the state ξt at  would produce a different
state at  than assigned by ξt+1 ; if so, the defect produces a successor
at . Each defect may produce more than one successor and acts independently of other defects. The exponential rate of accumulation of
such defects is called the maximal Lyapunov exponent (MLE). There
is some conceptual similarity between this object and the Lyapunov
spectrum in multidimensional smooth dynamical systems, whereby
the spectrum of the Jacobian accounts for perturbations in all directions in both the input and the output. In the discrete CA configuration space, there is essentially one way to make an infinitesimal
perturbation in the input, but the effect can be quite different in different directions of the output. Moreover, we empirically observe that
typically the direction with the maximal effect has the profile height
that is close to the MLE. The Lyapunov exponent of a CA according
to Bagnoli et al. [31] is computed by tracking all defects that emerge
from the introduction of a single defect in the CA’s initial configuration, that is, by flipping one of the cells’ state, as follows:
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ξt

log

(12)

ξ0

where ξt denotes the total number of defects at the t step and a defect
is defined as the smallest possible perturbation of the CA, such that it
may be conceived as an object that flips that state of the cell in which
it resides. Upon introducing such a defect to one of the CA’s cells, it
will propagate and affect increasingly more cells, because the dynamic
of the CA is governed by its neighborhood configurations. If λ < 0,
the perturbation vanishes exponentially with time, or grows exponentially if λ > 0. Therefore the system is chaotic (unstable dynamics
extremely sensitive to noise or perturbations) while λ > 0; otherwise,
it has stable dynamics insensitive to perturbations and noise (λ < 0)
(Figure 3). Systems with λ = 0 are special, as their dynamics are sensitive to noise and perturbations without “overreacting” like chaotic
systems. These systems at the “edge of chaos” adapt to fluctuations
but remain close to their unperturbed dynamics.
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Figure 3. Maximum Lyapunov exponents λ versus time t. (a) CA rule 30.

(b) Reaction-diffusion automata with memory that exhibit complex chaotic
dynamics.

The quantity ξt should be computed by evolving both the initial
configuration at t = 0 and its perturbed counterpart. Clearly, if we
redefine ξt as a vector of ξt whose ith element ξit is the number of
defects in cell xi at a given step, we have a construct that incorporates
both the multiplicity and position of defects. For comprehensiveness,
it should be mentioned that Bagnoli et al. [31] do incorporate such a
damage vector to define the Lyapunov exponent of elementary CAs,
but they discard its information content, as their further analysis is
based upon the sum of its elements. Besides, they call the quantity
given by equation (12) the MLE of a CA, by analogy to continuous
n-dimensional dynamical systems where the terms refer to the largest
exponent in the Lyapunov spectrum that contains the perturbations
and rates of separation, in all different directions.
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6.2 Graph Locality of Quantum Walk and Constancy of the Speed
of Propagation

Quantum computing promises to deliver faster computation based on
the principles of quantum mechanics. Quantum walks also have been
shown to be fruitful tools in analyzing the dynamic properties of
quantum systems. Quantum walks are used extensively as algorithmic
tools for quantum computation. Farhi and Gutmann [32] investigated
the dynamics of continuous-time quantum walks on undirected
graphs by introducing quantum systems whose Hamiltonians are
based on the adjacency matrix of a graph. A graph is a symbolic representation of a network and of its connectivity. Of particular importance in computer science is the relationship between graphs, Markov
chains and classical discrete random walks. Classical random walks
on graphs have been crucial to the development of stochastic algorithms. In consequence, quantum walks on graphs have become an
active area of research in quantum computation. Based on the theory
of Markov chains, classical random walks (CRWs) study the evolution of the probability distribution of an abstract walker’s position on
a graph. In a CRW, a walker moves along the edges of a connected
graph (, ℰ) of  nodes, with a hopping probability assigned to
each edge ℯ ∈ ℰ between nodes i ∈  and j ∈ . For directed graphs,
edges in ℰ are ordered pairs of nodes. An edge between nodes i and j
is called bi-directed if both (i, j) and (j, i) are in ℰ. Walks on undirected graphs can be modeled as walks on the corresponding directed
graph with bidirectional edges. On any graph of vertices, a Markov
chain can be defined. A Markov chain is a sequence of events that is
governed by a stochastic process in which the results of a time step
depend only on the results of the previous time step. Markov chains
are described by a stochastic matrix ℳ(n × n, ), with ∑nj=1 mij = 1
and entries mij representing the weight of the directed edge going
from vertex i to j. These weights can be interpreted as a transition
rate from site i to j. Repeatedly applying ℳ to an n-dimensional
stochastic vector τ with ∑nj=1 τi = 1 evolves an initial probability distribution through discrete time steps. The probability of being at vertex
i changes according to
ⅆτi
ⅆt

= -  ℳij τj (t).

(13)

j

Markov chains on regular undirected graphs result in a stationary
probability distribution τs that is independent of the initial state. The
time it takes to reach the stable distribution is called the mixing time.
Markov chains with equal probability of jumping from site i to any of
the d sites adjacent to i are also known as random walks on a graph.
In the quantum equivalent of random walks, a quantum walker walks
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between sites by changing its position state x〉 ∈ 1, … , n. The difference from classical walks is twofold: First, the various paths are
realized in a superposition and thus interfere with one another, and a
measurement collapses the paths into the current position. Second,
the dynamics have to preserve the squared amplitude vector instead
of�the stochastic vector to preserve the total probability. This means
that the evolution has to be unitary or, in the most general case of an
open system, a completely positive trace-preserving map. In this
paper, we study quantum stochastic walks (QSWs) [33] on a onedimensional (1D) ring lattice of N nodes in which every node is
connected to its nearest neighbors. This generalized regular network
has broad applications in various coupled dynamical systems, including biological systems, neural networks, synchronization and smallworld networks, and many other self-organizing systems. We analyze
quantum walks on our proposed networks with periodic boundary
conditions and we derive analytical expressions for the transition
probabilities between two nodes of the networks. In a quantum walk,
a state vector ψ, t〉 undergoes a time evolution given by the solution
of the Schrodinger equation:
ⅆψ, t〉

= ⅇ-iHt ψ, t = 0〉
(14)
ⅆt
where H is the Hamiltonian whose matrix elements come from the
CRW generator matrix equation:
〈iHj〉 = ℳij ,

(15)

the mass m = 1 and  = 1 is assumed in the preceding equation. To
get the exact solution of equation (14), all the eigenvalues and eigenvectors of the transfer operator and Hamiltonian are required. In the
case of an undirected (or bidirected) graph, as studied by Farhi and
Gutmann [32], the Hamiltonian H is set equal to the symmetric adjacency matrix A of the graph. For directed graphs, the adjacency
matrix will not in general be Hermitian, and thus the time evolution
will not be unitary. Therefore, this approach does not produce valid
Hamiltonians for quantum walks. This paper follows the perspective
of dynamical systems and complexity research and investigates a new
approach to introduce quantum physics into CA networks by making
use of the theory of quantum walks. To simulate a CA network’s dissipative dynamic, we therefore need to focus on quantum walks that
incorporate decoherence. To obtain the basic features of the dynamical property of the proposed model, a continuous QSW [33] on the
lattice is implemented and analyzed. The genius of our model lies in
the fact that operations on the different cell states and their neighbors
as a local unit impose dynamics on the global network state. These
global dynamics can be understood as a quantum walk on the states
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of the network, which can be defined as an evolution:
ψ〉t0 → ψ〉t1 → ψ〉t2 → … .

(16)

The vertices of the graph are given by binary strings denoting all possible different patterns. The connectivity thus depends on the updating
protocol. If all cells are updated synchronously, each transition
between different patterns is theoretically possible and the graph is
fully connected. We concentrate on the more common case of updating a single cell at a time t. CAs as described before are defined by a
mapping from the values of a cell and its neighbors to the next value
of that cell. If the value of a cell and its neighborhood are matched to
a state, the next state of that range can be defined if the values of the
cells to the right and left of the range are also known. Assuming that
the values in the cells immediately to the right and left of the neighborhood are not equally likely, we create a local Markov chain for a
given range of a cell and its neighborhood.
The dynamic behavior of any CA is visualized and studied in terms
of either its spacetime pattern or its basin-of-attraction field. The latter is essentially a graph, which may or may not consist of disjoint
subgraphs, and is commonly referred to as the state transition diagram (STD) of the CA. In other words, the STD of a CA is essentially
a directed graph  where each node represents one of the states of the
CA and the edges signify transitions from one state to another. As discussed earlier, for an n-length CA, the complete STD contains all the
2n states. Each node in the graphs represents one of the 2n possible
configurations of the N sites. Possible sequences of site values are represented by possible paths through the graph. Each vertex on the
graph represents one of the 2n states of the CA and is joined to the
vertex representing the state reached after one step in the next evolution. It should be noted that the STD of a CA rule is necessarily a
directed graph, so the obvious way to represent an STD is to use an
adjacency matrix.
As we just described, since in continuous quantum walks the structure of the graph needs to be undirected to ensure the hermiticity of
the Hamiltonian, we used the QSW method. A graph  is defined as a
set of vertices (or nodes) 1, … , N together with an N * N-dimensional adjacency matrix A describing the connections (or edges)
between them. If A is symmetric, so that Aij = Aji for all i, j,  is said
to be undirected. Otherwise it is a directed graph (or digraph).
We note that the diagonal entries Aij represent self-loops, edges
that start and finish at the same vertex; if  has no self-loops it is
called simple. A (continuous-time) CRW on  may be defined as an
N-component probability vector (t) whose components sum to unity
and represent the probability for the hypothetical walker being found
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at vertex i at time t. The initial condition typically places the walker
on a particular vertex at time zero 0 = δij for some j. The time evolution of (t) is governed by a master equation:
ⅆ

= -ℳ . (t)
ⅆt
where generator matrix ℳ:
ℳij =

-γ Aij ,
γ outDeg(j),

(17)

i≠j
i=j

(18)

where γ > 0 determines the CRW transition rate between vertices.
The off-diagonal elements of ℳij represent the individual probability
flows j → i along each edge from vertex j, while the diagonal elements
ℳjj account for the total outflow from vertex j per unit time. The
solution of equation (17) can be expressed as a matrix exponential:
(t) = ⅇ-ℳt.(0) .

(19)

A quantum walk (QW) may be defined in a natural way by analogy
to the classic random walk (CRW). The graph structure is mapped
onto a quantum mechanical Hilbert space in which the set of vertices
forms an orthonormal basis 1, … , N. The probability vector (t)
from the CRW is replaced by a quantum state vector of probability
amplitudes
N

ψ(t)〉 =  i〉 〈i ψ(t)〉.

(20)

i=1

The amplitudes 〈iψ(t)〉 represent a coherent superposition over all vertices, such that the probability associated with vertex i at time t is
〈iψ(t)〉2 . It should be noted that, in order for the time evolution of
the QW to be unitary (and hence probability-conserving), H must be
Hermitian. From equation (15), it follows that M must be symmetric,
and hence the graph  must be undirected for a QW. The solution to
equation (14) can once again be expressed as a matrix exponential:
ψ(t)〉 = ⅇ-iH ψ0〉

(21)

with the initial condition ψ0 = q for some q. The QW just
described is restricted to undirected graphs on which the Hamiltonian
operator is Hermitian. It is also, by definition, limited to pure quantum states undergoing phase-coherent unitary evolution. By contrast,
the CRW represents the opposite limit, in which scattering is nonunitary and evolution is purely phase incoherent. The QSW was proposed by Whitfield et al. [33] as a generalization that includes both
QWs and CRWs as limiting special cases and allows random walks
https://doi.org/10.25088/ComplexSystems.28.3.357

Z. Zarezadeh and G. Costantini

376

with a combination of coherent and incoherent dynamics. The incoherent part of the QSW can be used to incorporate scattering along
directed edges and thus allows directed graphs to be treated. In place
of the probability vector (t) of the CRW or wavefunction ψ(t)� of
the QW, the QSW is framed in terms of the density matrix ρ. In the
general case, this operator describes a statistical ensemble of pure
quantum states (mixed state):
ρ =  ρm  ψ(t)〉 〈ψm (t) .
(22)
m

The weights ρm ⩾ 0 satisfy ∑m ρm = 1 and represent the probabilities
for the system to be in each of the quantum states ψ(t)〉. This probability reflects a lack of knowledge of the true system state, which is
distinct from the quantum mechanical uncertainty associated with the
measurement of a single quantum state that happens to be a superposition of observable basis states. The special case of a known quantum state is recovered when only one of the ρm is nonzero, and is

known as a pure state. We note several properties of ρ(t) that are relevant here:
◼ ρ(t) is Hamiltonian
◼ trρ(t) = 1
◼ trρ(t)2  ⩽ 1

with equality holding only for pure states; the expectation value of an



operator A is given by 〈A〉 = trρ(t)A. For a QSW on graph , the natural representation for ρ(t) is an  ×  matrix in the basis of vertex

states 1, … , N, with elements ρij = iρ(t)j. As for the QW, the
usual initial condition for a QSW will have the walker start in the

state q〉 at t = 0 so that ρ0 = q 〈q or equivalently, ρij = δi δj . For
t ⩾ 0, the diagonal elements ρij (t) represent the probability density at
vertex i (and are therefore referred to as populations), while the offdiagonal elements ρij (t)(i ≠ j) describe the phase coherence between
distinct vertices i and j (and are known as coherence). We can now
define the QSW by the following master equation:
ⅆρ

= -1 - ωH, ρ(t) +
ⅆt
(23)
K
1
 
 


ω  ℒk ρ(t)ℒ†k  - ℒ†k ℒk ρ(t) + ρ(t)ℒ†k ℒk 
2
K=1

where H is the Hamiltonian operator, describing coherent evolution;

ℒk are the Lindblad operators, which describe phase-incoherent scatComplex Systems, 28 © 2019
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tering; and 0 ⩽ ω ⩽ 1 is a weighting factor that interpolates between
the coherent and incoherent terms. The first term on the right-hand
side of equation (23), representing the phase-coherent component of

the evolution, uses the same Hamiltonian H as in the QW. Indeed,
when ω = 0, equation (23) reduces to the Liouville–von Neumann
equation, which is the density matrix equivalent of the Schrodinger

equation (14). As for the QW, H must be Hermitian and hence based
on an undirected graph. Unlike the QW case, however, in a QSW the

graph  may be directed in general. We therefore define H in terms of
a symmetrized version of , as follows:
-γ maxAij , Aji , i ≠ j
Hij =

-  Hnj ,

(24)

i = j.

n≠j

Adjacency matrix (A), weighted adjacency matrix of undi
rected graph WA ) and related Hamiltonian matrix (H) are computed
numerically (symmetrized version):
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In this paper, we have decided to focus on Boolean automata networks whose evolution is governed by a specific updating rule. In this
context, a network N is a set of nodes that interact over time. Each
node has two possible states, called activity states. If we call
x(t) = xi (t)i∈j ∈ Ω = 0, 12 the current configuration of the network
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N at time t, the states of the nodes of this configuration are defined
by:
∀ i ∈ N, xi (t) = 

0,
1,

if i is activated
otherwise.

(25)

As mentioned earlier, the structure of our Boolean automata network
N can be represented by a labeled directed graph called its interaction
graph. In this graph, each arc (j, i) is labeled by an interaction weight
wij ∈ . The sign of wij depends on the activating or inhibiting nature
of the interaction that node j has on node i. If wij > 0 (resp. wij < 0),
then node j is said to be an activator (resp. a repressor) of node i. If
wij = 0, then node j does not act on node i (arc (j , i) does not exist in
the interaction graph of the network). Let us write N for the number
of nodes of the network N and Nj to refer to the neighborhood of
node i, that is, the set of nodes that are activators or repressors of
node i. Then j ∈ Ni ⟺Wij ≠ 0. We define the interaction matrix
WN×N (also called the synaptic weights matrix in the context of neural networks) of the network. Its coefficient Wij is the interaction
weight that node j has on node i. In the interaction graph of the network, each node is also labeled by a value called its activation threshold. It represents the necessary quantity of interaction potential a
node needs to become activated. We define the three-dimensional vector θ as the threshold vector, in which the coefficient θi ∈  gives the
activation threshold of node i. Now we can describe the temporal evolution of our Boolean automata network. Informally, the new state of
an arbitrary node i at time step t + 1 depends on the sum of the interaction weights coming from its activated neighbors ϕ(σ) and ψ(σ) at
time step t. Formally, the local transition function is defined by:
→

→

→

σt+1 = θψ t , ϛ t , ξ t 

(26)

where δ is the Kronecker delta function, and θ is the interaction potential of node i. To describe the QSW method, here we have chosen to
apply it to the analysis of a proposed CA network (Figure 4). The
influence of reaction-diffusion memory will be explained by studying
how its presence or absence acts on the asymptotic dynamical properties of the underlying network.
From the mathematical point of view, studies have shown that in
different time steps this model can exhibit significantly different
dynamical behaviors, according to their robustness against changes of
their neighbor’s nodes or cells.
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Figure 4. Estimated state transition probabilities with respect to time t by

QSW on an eight-node graph of CAs with reaction-diffusion memory. Initial
state 〈111〉 〈110〉 〈101〉 〈100〉 〈011〉 〈010〉 〈001〉 〈000〉, ω = 0.5. The walker has
a high probability of being in the desired output states 〈111〉 〈010〉 〈000〉
〈110〉 with probability  ≈ 0.5.
6.3 Statistical and Dynamical Complexities

Randomness in a dynamical system is related to the intrinsically
unpredictable behavior of a state of the system. Therefore, we use a
probabilistic approach to describe phenomena regardless of their conceptual differences, but there are situations where we want to talk
about randomness itself, that is, characterize and/or quantify randomness. We therefore need a definition of randomness and a theoretical
framework that allows us to develop and use these ideas. There have
been some works trying to define randomness through different
mathematical objects. For example, the concept of normal number
due to Borel formalizes the notion of a random real number. One successful attempt that has become a mathematical theory is algorithmic
information theory, also known as Kolmogorov complexity. It is
based on the idea of patterns in a mathematical object. Recently the
range of applications requiring random numbers was extended with
the development of quantum cryptography and quantum information
processing. An extensive discussion on the implementation and applications of random number generators can be found in the literature.
One interesting way to design pseudorandom number generators
(PRNGs) is connected to CA and chaos theory. In the past decade,
CA-based PRNGs were studied extensively [13–16] and found to be
superior over traditional approaches in areas ranging from random
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number generation [34–55] to cryptography [56–66]. The majority of
research on CA-based PRNGs has been focused on the 1D CAs, also
known as elementary CAs. Recently, there is a research trend such
that increased complexity from hybrid CA cell configurations and
increased CA dimensionality can lead to better performance.
Researchers have tried to improve their results by designing new configurations with hybrid cell rules [36–39]. Wolfram in [34] first proposed 1D CAs as PRNGs. In particular, he extensively studied the bit
sequences generated by rule 30 in his numbering scheme for 1D, r = 1
rules, where the rule number represents in decimal format the binary
number encoding the rule table. Wolfram extensively studied the particular rule 30 CA, demonstrating its suitability as a high-performance randomizer that can be efficiently implemented in parallel.
Indeed, this is one of the PRNGs that was shipped with the connection machine CM2 [67] and that is currently used in the Wolfram
Mathematica software [68].
We would like to emphasize that any class 3 (chaotic) CA rule and
rules that have large Lyapunov exponents and invariant entropies can
be considered as a candidate random sequence generator. Autoplectic
rules that produce complex patterns even from simple initial conditions are probably best. In addition, many rules that seem to produce
chaotic overall patterns nevertheless yield sequences that show definite regularities, resulting, for example, in non-maximal temporal
entropies. Chaotic systems are characterized by their high sensitivity
to initial conditions and some properties like ergodicity, pseudorandom behavior and high complexity that make chaotic systems very
attractive for implementing PRNGs. As one of the most important
contributions in nonlinear science, classical chaos theory has been
studied widely and applied in various contexts such as mathematics,
physics, chemistry, computer science, biology and so on. Inspired by
these reasons, we are motivated to search for novel chaotic systems.
In this paper, we investigate CAs and propose a novel CA-based
PRNG. By numerical simulations and performance comparisons in
terms of quantifiers based on information theory, and various randomness tests, we found that the CA-based PRNG can be used to generate pure pseudorandom sequences. Careful mathematical analysis is
required to have any confidence that a PRNG generates numbers that
are sufficiently “random” to suit the intended use. All practical methods for obtaining random numbers are based on deterministic algorithms, which is why such numbers are more appropriately called
pseudorandom, as distinguished from true random numbers resulting
from some natural physical process. Random number generators must
possess a number of properties if they are to be useful in lengthy
stochastic simulations such as those used in computational physics. In
practice, the output from many common PRNGs exhibits artifacts
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that cause it to fail statistical pattern-detection tests. These include,
but are certainly not limited to
◼ lack of uniformity of distribution
◼ correlation of successive values
◼ short period (after a sufficient number of steps the generator comes

back to some sequence of states that was already visited)

We would like to mention this is not a sufficient condition for randomness but allows us to discard some sequences as clearly not random. We will briefly describe the relatively intuitive statistical tests
that will be applied to data samples taken from the random generator, which we consider to be sufficient in qualifying the device for its
use in the experiment. In the following we will start by a tiny selection of possible statistical tests. However, in order to demonstrate the
efficacy of a proposed random number generator, we will subject it to
a battery of empirical and theoretical tests that we will describe later,
and finally, by an extensive suite of statistical tests and the results of
experiments, we have shown that our CA algorithm can be applied to
the difficult problem of generating random numbers.
◼ Equi-distributional test: Provided that the sample dataset is sufficiently

long, all possible n-bit blocks where n is the length of the block should
appear with equal probability within the dataset. A direct way of determining the equi-distributional nature of a dataset is to evaluate the
mean value of all n-bit blocks, which should be 2n - 1  2. This will
give the same result for any symmetric distribution.
◼ Blocks of k zeros or ones: Another test for the randomness of a set of

bits is counting blocks of consecutive zeros or ones. Each bit is equally
likely to be a zero as a one; therefore, the probability of finding blocks
of concatenated zeros or ones should be proportional to a 2-k .

In contrast, we expect a random sequence to lead to equal probabilities for all these cases:
0 = 1 =

1
2

00 = 01 = 10 = 11 =

1

4
1
000 = 001 = 111, … , = .
8

(27)

We can generalize this restriction on the probabilities as:
k bit sequence =

1
2k

.

(28)

https://doi.org/10.25088/ComplexSystems.28.3.357

Z. Zarezadeh and G. Costantini

382

We would like to mention this is not a sufficient condition for randomness, but allows us to discard some sequences as clearly not
random. Its advantage is that checking this condition is an algorithmic procedure that can be applied to any sequence. In this paper we
did a related experimental setup, where we analyze the different block
size of bits, starting from counting the number of zeros and ones in
the bit stream extracted for testing (Figure 5). We have experimentally generated the test sequences; for a given n, there are 2k different
strings forming the set sk . Therefore
s1 = 0, 1

(29)

s2 = 00 , 01, 10, 11

(30)

s3 = 000, 001, 010, … , 111,

(31)

where string i ∈ sm as (i) = k(i)  N, k(i) is the number of times that
the string i is present in a sequence subdivided into segments of k
symbols, and N is the total number of strings of length k in the
sequence.
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Figure 5. The occurrence of bits and blocks of zeros and ones of sizes from

one to four as described previously, within the random bits sequences produced with the CA random number generator with reaction-diffusion
memory.

In essence, statistical testing of random number generators is nothing but a particular kind of Monte Carlo simulation. Conversely,
when testing a random number generator for suitability with respect
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to a particular Monte Carlo problem, running the simulation with a
related but simplified model, that is, one where the distribution of the
result can be attained theoretically, may serve as a test. Even if the distribution is not known, the results of the designated random number
generator can still be compared to the ones produced by a few other
“good” generators of quite different designs. Most statistical tests for
random number generators utilize the concept of a -value. -values of
single tests should not only be in the proper range (not too close to 0
or 1) but should also be uniformly distributed. If the final p-value of a
test is really close to 0 or 1, the random number generator is said to
fail the test. If the p-value is suspicious, the test is repeated and/or the
sample size is increased, and often things will then clarify. Otherwise,
the random number generator is said to have passed the test. In order
to apply the statistical tests, we generated sequences of random bits
with a length of 32 bits using this procedure: the CA of radius r =1,
on a square lattice of size N = 8 × 8 without any post-processing (site
or time spacing in order to de-correlate the sequences) is run for t
time steps, thus generating N  2t random temporal bit sequences of
length L. Table 1 shows the results of applying the test battery Crush
from the random number generator software package TestU01 and
the Diehard battery of tests to our novel CA-based model. The results
of the proposed model are validated, and we demonstrate that CAs
can be used to rapidly produce purely random temporal bit sequences
to an arbitrary precision. Furthermore, there is a notable advantage
arising from the existence of a “tunable” algorithm for the generation
of randomizers.
6.4 Cryptographic Properties

In this paper, we also investigate the potential application of cellular
computation for constructing PRNGs. Further, the PRNG scheme
based on CAs with reaction-diffusion memory is featured for its capability of generating ultrahigh-quality random numbers. However, the
quality bottleneck of a practical PRNG lies in the limited cycle of the
generator. To close the gap between the pure randomness generation
and the short period, we propose and implement a memory algorithm
based on the reaction-diffusion process in a chemical system for
Boolean CAs. This scheme is characterized by a tradeoff between, on
one hand, the rate of generation of random bits and, on the other
hand, the degree of randomness that the series can deliver. This result
opens a new perspective to apply CAs as a computational engine for
the robust generation of pure random numbers, which has important
applications in cryptography and other related areas.
Careful mathematical analysis is required to have any confidence
that a PRNG generates numbers that are sufficiently random to suit
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the intended use. All practical methods for obtaining random numbers are based on deterministic algorithms, which is why such numbers are more appropriately called pseudorandom, as distinguished
from true random numbers resulting from some natural physical process. Random number generators must possess a number of properties
if they are to be useful in lengthy stochastic simulations such as those
used in computational physics. In practice, the output from many
common PRNGs exhibits artifacts that cause it to fail statistical pattern-detection tests. CA-based random number generators evolve a
state vector of zeros and ones according to a deterministic rule. For a
given CA, an element (or cell) at a given position in the new state vector is determined by certain neighboring cells of that cell in the old
state vector. A subset of cells in the state vectors is then output as random bits from which the pseudorandom numbers are generated. In
the last decade, CAs have been used to generate good random numbers. However, by an extensive suite of statistical tests and the results
of experiments, we have shown that our CA algorithm can be applied
to the difficult problem of generating random numbers. In order to
demonstrate the performance of a proposed random number generator, we used the standard software packages for statistically evaluating the quality of random number sequences known as the Diehard
battery test suite [69] and TestU01 [70].
Statistical Test Suite Number of Statistics Result
NIST
Diehard
SmallCrush

—

passed

126

passed

15

passed

Crush

144

passed

BigCrush

160

passed

Table 1. Summary result of the statistical test suite Diehard, NIST, testU01
(SmallCrush, Crush, BigCrush) test batteries applied to proposed CA PRNGs
on grid size with periodic boundary condition.

7. Results and Discussion

This paper proposed the concept of memory reaction to describe conditional chemical reactions that occur in the path of memory events.
The proposed model represents an innovative strategy to use a
reduced model to describe nonlinear dynamics. Numerical simulations suggested that memory reactions for realizing species activation/
inactivation play a major role in generating complex dynamics. Recalling previous results on the application of cellular automata (CAs), we
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enriched elementary CAs by introducing a reaction-diffusion memory
term compared to the conventional cellular automaton (CA)
paradigm that merely takes into account the last configuration. Apart
from their potential applications, the dynamics of elementary rules
are dramatically altered when endowing cells with memory of the previous time steps. CAs with memory in cells can be considered as a natural and promising extension of the basic paradigm that opens a new
field of research in the selection of nontrivial rules of cell-state transitions and precise mechanics of relationships between chaotic and complex systems. Therefore, memory in elementary and other CA families
offers a new approach for discovering complex dynamics based on
gliders and nontrivial interactions between gliders. This paper also discusses the generation of random sequences by simple procedures that
seem to capture many features of this phenomenon. The investigations described may not only suggest practical methods for random
sequence generation, but also provide further understanding of the
nature and origins of randomness in physical processes. Advantages
arise from a reduced cross-correlation between the individual bit
streams, and hence, an increased statistical independence in the set of
out vectors. The simplicity, no significant limits on the degree of randomness and intrinsic parallelism of the proposed CA make possible
efficient implementation on many kinds of computers, and very efficient hardware implementations could also be possible.
These successful applications suggested that the proposed theory is
an effective tool to realize conditional chemical reactions in a wide
range of complex biological systems. Time delay is a modeling technique to realize slow reactions or simplify multiple small step reactions. It is emphasized that the difference between the delayed
reaction and the proposed memory reaction is substantial. First, the
firing of delayed reactions depends on the competition with other
reactions in the system. However, the occurrence of memory reactions
is conditional to the path of memory events, though simultaneously
the firing of memory reactions also depends on the competition with
other reactions if it is within the memory time period. In addition, the
key feature of delayed reaction is the time difference between the firing of a chemical reaction and the manifestation of its products. However, the products of a memory reaction are generated immediately
after its firing. In this paper we also proposed the delayed memory
reaction if the reaction is conditional to the path of memory events, as
well as if there is a delay between the firing of the chemical reaction
and the manifestation of its products. Thus, the memory and time
delay are two distinct features of chemical reactions, though these
two types of reactions are connected to a fixed length of time period.
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